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Secure Encrypted Data Backup on a Budget Guide

Introduction

One of the most neglected areas of home computing and indeed with many small
businesses, is data backup, and properly securing data backup.

What personal value do you place on the data files stored on your PC right now?
How would your business cope if all the business data held on that single PC was lost?

Backing up puts all your data, including sensitive files, in one easier to access single
place, how do you ensure it is protected from prying eyes.

These days most people have built up quite sizeable collections of digital camera
pictures and videos spanning many years, all stored on their PC, data which they regard
as irreplaceable. And then there is those word processing documents and spreadsheets
which some people just can't do without, yet these files contain personal and even
finically sensitive information which needs to be protected when backed up to outside
the PC.

In this tutorial/post, | am going to explain how to cheaply and securely backup sensitive
data held on a PC.

What You will Need

1. You need a USB hard disk drive with a storage capacity large enough to cater for
your needs. You can pick up a 500 GB USB hard drive for around £40 to £70, which
should be more than enough to cater for most home PC users and small business data
backup requirements. If you have just a small amount of data to securely backup and a
tighter budget, you can use a USB thumb drive instead, which can cost anything from
£5 to £40 depending on their storage capacity, heck you might even have a spare one
lying around which was given to you for free at that trade show.

2. TrueCrypt is a completely free open source application , but | urge you to do the
right thing and donate, even if it's a just a little bit to guys behind creating and
supporting this fabulous application. For further information about TrueCrypt see my
post

http://blog.itsecurityexpert.co.uk/2009/02/truecrypt-best-open-source-security-app.html
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What You will be Creating

On the USB backup drive, we will create a Secure Encrypted Area to backup sensitive
files, which will automatically become available when the drive is plugged into the PC.
In addition we will keep an unsecured area on the same USB drive, to store non-
sensitive files.

So first you must decide on how muchoft he USB driveds storage ca
to backup personal and sensitive data files. You need to think about whether you just

want to securely backup just your word processing and spreadsheet documents, which

tend not to take up a lot storage space, or securely store your entire directory of your

digital camera pictures and videos, which tend to require large amounts of storage.

The | arger t he secured area, t he | onger It
performance hit in accessing the information from the secured (encrypted) area once
data is stored.

What should be kept non-secured on the backup drive? Well consider anything you are
happy to place on the internet, such as downloaded freeware applications, which tend
to be large in size and therefore should be ear-marked to be stored in the unprotected
area on the USB drive.
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Tutorial
I n this tutorial, |l will assume the contents
of personal digital camera images and videos need to be securely backed up. After

assessing these storage requirements, | am going with a 400Gb secure area (partition)
on my 500Gb USB drive, leaving around 100Gb of space for unsecured data storage.

1. Install TrueCrypt

If you have not done so, so install TrueCrypt, just follow the installation wizard. Note |
have used TrueCrypt version 6.1a on a Microsoft Windows system for this tutorial

2. Creating the Secure Storage area on the USB Drive
2.1 Launch TrueCrypt

22From the AVolumesodo drop down menu, select
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~
E TrueCrypt Volume Creation Wizard

TrueCrypt Volume Creation Wizard

(¢ Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.,

More information

" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.q. a flash drive). Optionally, creates a hidden volume.

" Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information about system encryption

Help I Next > | Cancel

24Sel ect ACreaVel am&dahaarper

[ TrueCrypt Volume Creation Wizard

defaul t)

Volume Type

(¢ Standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume.

(" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes

Help < Back Next > Cancel
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g TrueCrypt Volume Creation Wizard

ect Fileéd in the Window
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Volume Location

[E:N v|  SelectFie... |

[ Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for
example, moved, copied and deleted as any normal file). Click
'Select File' to choose a filename for the container and to select the
location where you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (later
on) by moving them to the TrueCrypt container that you are about
to create now.

Help < Back | Next = I Cancel
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2.7 Next select the "SecureArea" folder, and within this folder you will be requested to
a fil enameg"o,r cpalelt tiyt nfuscehc uarneyd name vy o

create
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2.8 Next is the Encryption and Hashing algorithms options

|l find the most efficient encryption algoritt
you cannot go wrong with any of the algorithms offered by TrueCrypt, so you may as
well take my advice and select Two Fish

T =3

B TrueCrypt Volume Creation Wizard — =

Encryption Options

~Encryption Algorithm =

N -] et |

Designed by Bruce Schneier, John Kelsey, Doug Whiting, David
Waaner, Chris Hall, and Niels Ferguson. Published in 1998.
256-bit key, 128-bit block. Mode of operation is XTS. Twofish
was one of the AES finalists.

More information on Twofish Benchmark I

—Hash Algorithm -

RIPEMD-160 L] Information on hash algorithms

Help I < Back l Next = I Cancel

——_*

2.9 Again you can't really go wrong with the hashing algorithms offered, | don't want to
get too technical within this tutorial which is aimed at non-security folk, so go with the

default. (I'm happy to talk about encryption and hashing in detail in a separate post if
anyone wants me to)
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2.10 Next select the size, for me | will be going with a Secure Area of 400Gb.

It's important ensure you leave at least a couple of megabytes of free space for the
unsecured area of the USB drive, as this is needed for the automated mounting of the

secured area when the USB drive is plugged into the PC.

[3 TrueCrypt Volume Creation Wizard

—

2.11 Next enter a pass phrase (password - ensure this something you can remember!

If the pass phrase is less than 20 characters in length, TrueCrypt will warn you. My
recommendation is to go for a pass phrase with a mixture of uppercase, lowercase,
numbers and special characters (e.g. @,#,!) and be at least 12 characters in length. If
you are paranoid about government cracking your personal data with their super-

Volume Size

400 " kB " MB * GB

Free space on drive E:\ is 115.66 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 275 KB.
The minimum possible size of an NTFS volume is 2829 KB.

Help ] < Back I Next > I Cancel I

computers, go with 20+ characters!!!

E TrueCrypt Volume Creation Wizard

E_ 3 - | S P S

Volume Password

Password: I |

Confirm: |

[ Use keyfiles
™ Display password

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ ~ =$§* +
etc, We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters.

Help I < Back I Mext = | Cancel
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2.12 Unless you have individual files above 4Gb in size which need to be securely
f o clickimextme

stored, which is generally rare

[ TrueCrypt Volume Creation Wizard - = ==
Large Files
" Yes
* No

I Do you intend to store files larger than 4 GB in this TrueCrypt
volume?

Note: Depending on your choice above, TrueCrypt will choose a
suitable default file system for the TrueCrypt volume (you will be
able to select a file system in the next step).

Help < Back

~

2.13 Volume Format, move the mouse around the screen, accept the defaults and click

ifFor mat o

3

E TrueCrypt Volume Creation Wizard - - L=

Volume Format

—~Options

Filesystem |FAT vl Cluster |Default vl [~ Dynamic

Random Pool: 408ASD047B3FAS15A8238E3DE135CaD7 V|

Header Key:
Master Key:
Done Speed : Left|

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

Help < Back Cancel
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2.14 Depending predominately on the secured area storage size, it can take anything
from a few minutes to several hours for TrueCrypt to finish creating the Secured Area.

ﬁa TrueCrypt Volume Creation Wizard

Volume Format

Options

Cluster |Default

Filesystem |1

Random Pool: 30223A6EAAR326F4DEDAADF4ECBDBSBY V
Header Key: SB1DB46B60B10446A6EEBB0169F20841. ..
Master Key: 3E20F86EFCEFC4AFT7AEC94D5C09751FA. ..

Done| 32.428%  Speed| 10.0MBfs  Left| 6hours

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

3. Automatically making available (mounting) the secure area (encrypted volume).

Once the Secure Area has been created, it is time make the secured area of the USB
drive automatically become available upon pluging the USB storage device into the PC.
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3.1 Within TrueCrypt, from the "Tools" pull

3.2.1 Navigate and select your
USB drive (root)

3.2.2 Uncheck i
TrueCrypt Volume Creation
Wi zar do

3.2.3 Click the Auto-mount
TrueCrypt Volume

3.2.4 Navigate and select the
TrueCrypt encrypted file.

In this tutorial it is
"\SecureArea\secured.tc"

3.2.5 Check nAOp
window f or Mo u n

3.2.6 Finaklkip H

should only take a few seconds
to complete.
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